
Context-based 
approach to control 
risks specific to 
your business.

Requires 
management 
support to assure 
ongoing 
commitment.

It is a business 
management 
process for the 
digital age.

Must be 
monitored, 
maintained and 
continually 
improved to assure 
effectiveness.

Risk-based 
approach that 
considers internal 
and external risks.

Risk treatment 
decisions are made 
using 
predetermined 
criteria.

Controls are 
applied to treat 
risks based on 
impact and 
likelihood of 
occurrence.

Controls can 
address 
technology, people, 
assets, resources 
and processes.

A centrally 
managed 
framework for 
keeping 
information safe.

Protects the 
confidentiality, 
integrity, and 
availability of 
information.

Consists of policies, 
procedures, 
physical and 
technical controls.

Can be applied to 
the entire 
organization or a 
specific part.

The ISO 27001 Information Security 
Management System (ISMS)

The international 
information 
security standard 
provides guidance 
for implementing 
an ISMS.

ISO 27001 certification demonstrates to your clients, customers, 
stakeholders and regulators that your organization has 
established and implemented best-practice information security
processes.

Learn about the benefits of implementing an ISO 27001 ISMS 
and find out how to get started with your ISMS today 

http://www.ezentria.com/services/it-consulting/iso-27001-implementation/

